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EDNT - Your high-end open source engineering partner

@
=

IT solutions fur medium sized and Open Source Engineering
Large Enterprises

« Bareos
FusionPBX, FreeSWITCH
« Backup as a Service * Proxmox
OPNsense

 Private Cloud Computing

* VolP Solutions

40 years of IT experience - Open Source expertise - Carrier infrastructure

E D N == We build, operate, and secure IT infrastructures you can rely on.




Why NIS2 puts backups in the

spotlight

Focus on recoverability

* Business continuity instead
of just prevention

 Relevance:

>50 employees or

>€10 million in revenue or
specific industries



NIS2: The requirements that really
matter

Regular full backups (including cloud & Clear restore
configurations) processes
OffSIte/Off- R@gUlated
network retention
storage *
Complete & correct Integrity
backups checks
Sufficient resources (staff, Business Continuity &
systems, locations) * Restore-Tests
Access protection & Documentation
encryption
Complete & correct Risk-based backup
backups strategies & BC

-> NIS2 does not assess “whether a backup is
available,” but rather “whether it works in an

emergency.”




Challenge: Resources & redundancy
Resources Reality

!

« Planning & Operations Staff « Backup managed ‘on the side
« Systems, monitoring, tests  Backups in the same network

« Locations for redundancy  no dedicated test window
= No restore tests

e No documentation

* nNno second location




Infrastructure while maintaining data sovereignty

Best practice: Bareos in two data centres

« Two physically separate
1ISO27001/TUV-certified data centre

Zzones

* Replication between DCl and DC2
« Immutable storage layer in DC2
(WORM + jail mode)

* Isolated management layer

« This two-tier Bareos architecture

meets several NIS2 core

requirements simultaneously:

resource availability, separation of security domains, offsite

redundancy, tamper-resistant storage, and operationally tested
restore capability.
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